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Abstract of the contribution: This paper discusses the handling of IMEI checking in emergency calls assuming that the AAA server is interfaced with the EIR. 
Discussion
For 3GPP access, TS 23.401 clause 5.3.2.1 specifies in step 5b: 

"In order to minimise signalling delays, the retrieval of the ME Identity may be combined with NAS security setup in step 5a. The MME may send the ME Identity Check Request (ME Identity, IMSI) to the EIR. The EIR shall respond with ME Identity Check Ack (Result). Dependent upon the Result, the MME decides whether to continue with this Attach procedure or to reject the UE.

For an Emergency Attach, the IMEI check to the EIR may be performed. If the IMEI is blocked, operator policies determine whether the Emergency Attach procedure continues or is stopped."

Therefore, the decision for continuing the call is performed, for 3GPP access, in the VPLMN. 

It is assumed below that the EIR is interfaced with the AAA server. 

If it is required that the operator granting the access (VPLMN or TWAN operator) must decide to trigger IMEI checking and whether to continue the authorization process in case of black-listed, grey-listed or white-listed UE (at least for emergency session with Local Break Out), an alternative minimizing the number of AAA server exchanges and the number of interfaces to the EIR would be:

· In untrusted WLAN case, after it receives the IKE_AUTH Request from the UE, the ePDG may first retrieve the IMEI from the UE (step 6 of figure 1) and then add an "IMEI check request" indication in the subsequent Authentication & Authorization Request DER Diameter message to the AAA server (step 8 of figure 1). 

· In trusted WLAN case, after it receives the first EAP-RSP/Identity message from the UE, the TWAN may add an "IMEI check request" indication in the subsequent Authentication & Authorization Request DER Diameter message to the AAA server (step 4 of figure 2). 
· Then in both trusted and untrusted WLAN cases, the AAA server requests the EIR to check the IMEI. 

· To allow the ePDG/TWAN to decide whether the authorization process should continue or should be stopped, it is proposed to add another indication "action on IMEI check result" in the DER Diameter message. 
· The Authentication & Authorization Answer DEA Diameter message carrying the EAP-Success/EAP-Failure also contains the "IMEI check result" in order to inform the ePDG/TWAN about the IMEI check result (unknown, black listed, grey listed, white listed). The ePDG/TWAN may then decide e.g. to inform the local authorities. This is depicted in the following two figures.
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Figure 1: IMEI checking for EPC access through Untrusted WLAN
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Figure 2: IMEI checking for EPC access through Trusted WLAN

This alternative does not require any additional AAA server exchanges, avoids the multiplication of interfaces to the EIR and is in line with the existing 3GPP IMEI check procedure where it is the VPLMN that decides to perform an IMEI checking and whether to accept an emergency call request when the IMEI check is negative.
Conclusion and proposal
If it is required that the operator in charge of granting the access (the VPLMN or TWAN operator) must decide what to do in case of stolen UE (at least for emergency calls with Local Break Out), then it is proposed to agree with the solutions described above for trusted and untrusted WLAN. 
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